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Executive Summary

Corporate governance starts at the top of the enterprise, beginning with the board of directors and working
its way downward. Sarbanes-Oxley Act (SOX) extends management responsibilities, requiring that managers
proactively ensure that financial statements and other public reports are accurate and complete. Accurate
management of privileges is clearly identified as a key component of compliance, and calls for systems that
ensure access rights are granted only according to employees roles (role-based access control) across the entire
enterprise. Eurekify is the leading provider of software tools for the implementation and ongoing management
of role-based access control, and is now providing tools for compliance checks as well as policy enforcement
using role-based privileges structure.

Compliance with SOX and Information Technology

Most business processes in modern organizations run on IT systems, or at least are reflected there. Likewise,
most data in financial reports originates, and is stored in IT systems. Therefore, it is clear that IT plays a critical
part in ensuring SOX compliance.

As such, ever since SOX was published in 2002, most public companies around the world work intensively to
adapt their IT systems to support SOX compliance. Total IT spending on SOX compliance exceeded $2.5 billion
in 2003 alone.

SOX does not provide details, nor does it prescribe a solution as to how to achieve compliance. Section 404(a)
of the SOX act simply sets a deadline for establishing adequate internal controls around financial reporting
and its governance.

Role-Based Access Control (RBAC) is well recognized as the best practice for setting such controls. This paper
will discuss how RBAC can be used to assure CEO s and CFO s that the reports they certify, and the business
processes behind them are operated by people authorized to do so according to their role in the company.

RBAC Meets Adequate Internal Controls

The SOX Act is not specific with regard to IT systems security and the control of access to computers and
applications. In fact, SOX does not even specify what are adequate internal control , nor which solutions
organizations must implement in order to meet that requirement.
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Several best practices for security and control that have been developed for SOX compliance state the following

objectives:

® Access rights to IT systems and resources should be granted only in accordance to a person’s exact needs
as defined by their business job description or their role(s) in the organization.

® Companies should be able to confirm that only authorized users have access to sensitive information and
systems

® It is necessary to enforce common business process constraints, including such measures as separation of
duties

® Periodical assessments of access rights and privileges must be performed

RBAC provides the necessary methodology for an enterprise to securely and efficiently manage access to

sensitive data and systems according to their business jobs and roles in the organization.

Eurekify s Role Management Solution and SOX Compliance

Eurekify’s Sage Discovery & Audit (DNA) provides tools for implementing RBAC and for enforcing and documenting
compliance with organizational policies as set by internal and external auditors.

Sage DNA provides the key functionality for implementing and managing role-based access control. Sage
technology is used to set privileges around roles, to manage the lifecycle of role definitions, and to verify that
access is granted only according to clear policies and business roles that can be automatically verified. As such,
Sage is a key component of any Identity Management and access control solution that is designed to meet SOX
compliance requirements.

The tables below highlight specific SOX requirements and how they are addressed using Eurekify s Sage DNA:

SOX says: Financial reports must be verifiable and auditable.

IT must provide assurance that a company s critical software applications are
Implication: accessible only to approved personnel, and are not exposed to potential failure
due to human error, staff turnover or sabotage.

1. Sage DNA provides a complete picture of the organization’s access rights,
and full insight into who has access to what resources or information throughout

policy enforcement: the entire organization.

2. Sage DNA provides the tools necessary to define access rights according to
business roles (i.e., around organizational roles, functional roles, and even
by project, location, etc.).

3. Sage DNA provides tools for defining policies that document various business
requirements and constraints (e.g. segregation of duty) on top of a role-based
privileges structure.

4. Sage DNA provides role-based auditing capabilities, designed to detect and
track the treatment of exceptions and deviations.

5. With Sage, only users authorized by their roles and according to a clear policy
will be able to use sensitive resources and produce the financial reports.

Eurekify s security
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SOX says: Full di sclosure of events that are material to the business.

implicat Companies must be ready to disclose ev ents that affe  ct the business sometimes

mplication within 48 hours.

Eurekify acces s Sage DNA shows i mmediately who has access to which privileges and whether

auditing & reporting: such rights are common to a role in the organization, and/or are shared b y similar
users. Within minutes, ex  ceptions and suspicious privileges are reflected in clear
business terminology and complies with role definitions. All fin dings can be tested
against the entire group of users , searching for similar patter ns or fla ws, and

avoiding repetitions of similar cases.

SOX says: Audit current and history assignments

Organ izations must ha ve the abilit y to review the status of access rights, and

Implication past changes as long backw  ard as required.

Eurekify cross Sage DNA pro vides means to store and compar e shapshots of cross-organizational
reference tools: access rights by date, sub-section, platform, etc. Sage DNA's A uditCards pro vide
means to audit the access rights at an yinterv al, ev en daily . An A uditCard ma y
document ex ceptions and deviations, as well as violations of one or more po licies
and regulations. A uditCards also pro vide mechanisms fortr  acking the treatment

of alerts. In addition, Sage DNA can easily compute and report a Il differences
and changes made between an y two snapshots.

Eurekify’s Role-Management Solution and the Organiz ation

Eurekif y's Sage DNA pro vides a full set of capabilities for defining, man aging, and auditing role-based access
control. Sage DNA solutions are designed to maximiz e securit y, compliance, and manageabilit y, resulting in a
top ROI.

For SO X compliance, Sage DN A

® Ensures the integrit y of pri vileges information across v arious organizational systems, and v erif ying that it
is not subject to accidental contamination or malicious manipula tion.

® Enables compliance documentation and reporting. Privileges and r ole definitions in Sage DNA ma vy pro vide
the basis for v arious compliance reports according to the organization's specif ic needs.

® Enables true implementation of role-based Identit y Management (IdM) solutions. Sage DNA automates role
engineering, and is the ultimate tool for efficiently and accur ately defining access based business roles. Sage
DNA is v endor neutr al, and can be used with an  y IdM platform of choice.

® Enables policy enforcement. Sage DNA pro vides tools for defining and enforci ng policies that constr  ain users
privileges within a business process as needed or required b y law. Sage DNA detects ex ceptions and helps
repair incorrect privileges.

All analyses are performed off line, therefore not interfering with the organization's producti onsystemsandda y-
to-da y oper ations.

Eurekif y’'s Sage DNA SO X solutions deliv er v ery quick results, making Sage DNA the perfect tool for the

organization's first steps tow ards SO X compliance. PS
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